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This note is for information purposes only and is not intended to be legal advice. 

The need for change
In its July 2015 Budget, HM Treasury expressed a clear intention to 
legislate for more severe penalties for breaches of financial sanctions.  
This is perhaps understandable given the UK’s comparatively laissez-
faire approach to non-compliance with sanctions in recent years.

The Office of Financial Sanctions Implementation (OFSI) was 
introduced by HM Treasury on 31 March 2016 and replaced the HM 
Treasury Asset Freezing Unit.  Its purpose is to provide guidance in 
relation to financial sanctions, and to ensure that they are properly 
implemented and enforced in the UK.

On 1 April 2017, Part 8 of the Policing and Crime Act 2017 (the Act) 
came into force, providing OFSI with extended powers to deal with 
breaches of financial or information sanctions.   Prior to the Act 
coming into force, HM Treasury could only take enforcement action 
for a breach of financial sanctions by instigating criminal proceedings 
against the alleged wrongdoer.  However, the high burden of 
proof that must be satisfied in criminal proceedings (proof beyond 
reasonable doubt) meant that prosecutors were often deterred from 
commencing costly proceedings where there was a substantial risk of 
failure to convict.  The Act was passed by Parliament in an attempt to 
circumvent this problem.  

The Act brings the UK closer to the U.S. model of financial sanctions 
enforcement by providing OFSI with powers to impose civil penalties.  
Indeed, the Office of Foreign Assets Control (OFAC) in the U.S. has had 
the ability to levy financial penalties for over a decade, and calls were 
being made for similarly effective and consistent enforcement action 
to be taken on the UK.

The ability of OFAC to impose civil penalties and settle potential 
liabilities has demonstrably facilitated a more robust and cost-
effective approach to sanctions compliance.  By way of example, 
in 2017 alone, OFAC has imposed monetary penalties totalling 
$101,930,271.1 The extra-territorial reach of the U.S. legislation has 
also led to OFAC imposing fines against companies with head offices 
in Europe, including Barclays Bank Plc.2

 

In contrast, between July 2014 and 2016, HM Treasury was alerted 
to several instances of large UK-based manufacturers failing to 
comply with financial sanctions.  While no funds were made directly 
available to sanctioned targets (and the breaches were, apparently, 
unintentional) they nevertheless constituted significant breaches of 
financial sanctions. Had wider enforcement powers been available to 
HM Treasury at the time (rather than just criminal prosecution or a 
written warning), appropriate action could have been taken to raise 
awareness and to deter individuals and corporate entities from non-
compliance.3  

New powers under the Act
Since 1 April 2017, OFSI has the power to impose penalties of up to 
either £1million or fifty per cent of the value of the breach (whichever 
is highest).4 OFSI has published guidance and a response to its 
consultation which is available to view HERE.    

The broad range of powers now available to OFSI include:

(i) Increased criminal penalties: The Act has increased the 
maximum sentence for criminal prosecutions from two to seven 
years imprisonment.

(ii) Deferred Prosecution Agreements (DPAs): DPAs are 
essentially settlements that are available to corporate entities, 
whereby prosecution is deferred subject to compliance with 
the provisions of the agreement (which may include a financial 
penalty). DPAs are also utilised for offences committed under 
the Proceeds of Crime Act 2002, the Fraud Act 2006 and the 
Bribery Act 2010.

(iii) Serious Crime Prevention Orders (SCPO): Breach of financial 
sanctions may now result in a SCPO5, which is an order containing 
targeted prohibitions, restrictions or requirements that the Court 
considers appropriate for the purpose of restricting or disrupting 
further involvement in serious crime. This might include the 
implementation of more robust compliance practices, for 
instance.implementation of more robust compliance practices, 
for instance.

1 This figure is up almost 400% from 2016 and includes a record fine of $100,871,266 imposed as part of a settlement agreement with Zhongxing Telecommunications   
 Equipment Corporation for apparent violations of the Iranian Transactions and Sanctions Regulations.
2 In February 2016, Barclays remitted $2,485,890 in settlement of its potential civil liability for apparent violations of the Zimbabwe Sanctions Regulations.
3 HM Treasury Policing and Crime Bill Factsheet: Financial Sanctions (Factsheet 18).
4 Section 146 of the Act.
5 Schedule 1 to the Serious Crime Act 2007 has been amended to include financial sanctions breaches in the list of offences for which a SCPO may be imposed.

It is important to note that, while Guernsey’s sanctions regime operates independently from that of the UK, there may 
be circumstances in which Guernsey businesses and individuals are affected by UK legislation.  

As with other jurisdictions, the legislative framework of the UK includes provisions which have extra-territorial effect, 
meaning that an action carried out in Guernsey (or at the instruction of a Guernsey-based entity) can be prosecuted in 
the UK.  It is therefore crucial that Guernsey businesses (particularly those operating in the financial services sector) 
are aware of developments to the UK sanctions regime and counter-terrorism legislation.

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/605884/Monetary_penalties_for_breaches_of_financial_sanctions.pdf


(iv) Penalties against Officers: Section 148(1) of the Act provides 
that, where a penalty may be imposed upon a body of any 
type, HM Treasury may also impose a monetary penalty upon 
an officer of that body. This applies where the breach occurred 
with the consent of the officer or was attributable to the 
officer’s neglect.  An officer may include, for instance, a director, 
manager, secretary or partner.

Importantly, while the UK previously had a time-lag of approximately 
four weeks for an EU Regulation adopting UN listings to be 
implemented, UN sanctions will now be automatically effective in the 
UK, with the listed target being treated for a period of 30 days as if it 
were included on the EU list.

What constitutes a breach of sanctions?
OFSI must demonstrate, on a balance of probabilities, that:

(i) A breach of financial sanctions has been committed; and

(ii) The individual or organisation knew or had reasonable cause to 
suspect that their actions were a breach.

The ‘balance of probabilities’ test provides for a lower burden of proof 
than criminal proceedings, requiring HM Treasury to demonstrate that 
the above elements were more likely than not to have occurred. 

Any penalties imposed by OFSI may, as a deterrent to non-compliance, 
be publicised in the form of a case summary.  There are some concerns, 
however, that the restricted amount of information provided may 
limit the desired impact.  There may also be occasions where even 
case summaries are not published, on the grounds of public policy.

Extraterritorial reach 
In order for OFSI to take action for an alleged breach of sanctions, 
there must be a sufficient nexus between the breach and the UK.  The 
following are examples of circumstances in which a breach may occur 
outside of the UK but be caught under the OFSI’s jurisdiction:

(i) A UK company overseas;

(ii) A transaction using clearing services in the UK;

(iii) Action by a local subsidiary of a UK company;

(iv) Action taking place overseas but directed from within the UK; 
and

(v) Purchase of financial products or insurance on UK markets even 
if held or used overseas.

Whether there is a UK nexus will of course depend upon the facts of 
the case, and OFSI will not strive to find one where it is clear that one 
does not exist.

This extra-territorial approach to sanctions enforcement is not new, 
and so the international financial community should already be aware 
of the risks of falling foul of the UK’s far-reaching sanctions provisions.

.

Conclusion
By providing OFSI with extended powers under the Act, the UK is very 
much converging with the U.S in terms of its approach to sanctions 
enforcement.  Moreover, while the UK prepares for its departure 
from the European Union, it is possible that other Member States 
will follow suit in taking a harder line on sanctions breaches.  This is 
perhaps more likely in the case of Crown dependencies such as Jersey 
and Guernsey, which continually strive to uphold their reputations as 
highly-regulated international financial business centres.  

The broad powers are likely to result in much more enforcement 
activity, including settlements with potentially liable individuals or 
entities. It is therefore crucial that businesses ensure compliance with 
financial sanctions, as they otherwise risk incurring a potentially severe 
financial penalty. Businesses may seek to review their compliance 
procedures and provide further training to employees to minimise any 
risk of a sanctions breach.  With the underlying legislation often being 
complex and difficult to interpret, seeking legal advice may also be 
crucial in avoiding a penalty for breach of sanctions.
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